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[TPOT'PAMMA TIOBBIIITEHM A KBAJIMOUKAITMN

«HAJIAJIKA 1 DKCILTYATAITAS OBOPYJIOBAHUA
PEJIEVTHOM 3AIIUTHI © ABTOMATHKH «[{IH®POBBIX IIOACTAHITAIN»



[TporpaMma MOBBIIEHUsS KBATH(PUKAIMK pa3paboTaHa B COOTBETCTBHH C y4ETOM HOTpeOHO-
creit OOmecTBa ¢ OrpaHUYEHHON OTBETCTBEHHOCTHIO HaydHO-IPOU3BOIACTBEHHOT'O MPEIIPUSTHL
«9KPAy (HIIII «2KPA») B 06ydeHnn mepcoHana IpeIpusITHii U OpraHu3ariii 3I1eKTpo3HepreTh-
YECKOT0 KOMILUIEKCA HaBBIKAM BBIIOTHEHUS IIYyCKO-HAIaOUYHBIX paboT U TEXHHYECKOTO 0OCITyXH-
BaHUs (IKCILTyaTaI[ii) MUKPOIPOIIECCOPHBIX YCTPOUCTB C MOANEPKKOM IMPOTOKOJIOB TEXHOJIOTHHR
«[udposas noncranmmsy» mpoussoactea HITIT «OKPAY.

COCTABUTEJIb:

Cr. mpeniogasarens HOY «HOLL «9KPA» m / A.B. [lenucos
Y

Wmxenep 1 kareropuu oTaena pa3paboTKu

OJICTAHITHOHHOTO 000PYIOBaHAS

HITIT «9KPA» M H.A. Tol{nepsKos
3aMeCTUTENh 3aBEYIOMEr0 OTACTIOM

pa3paboTKH MOJACTAHIHOHHOTO M

ob6opynosauus HIIIT «DKPA» N.A. KomenskoB

COTJIACOBAHO:

Hupextop HOVY «HOLL «OKPA» W E.A. Iloramapes




1. Ilens nporpaMmMel NOBBIIIEHUS KBAJH(PAKAITHA

Iens mmporpamMMbl MOBHIIIEHUS KBATHM(PUKAINKA — (GOPMHUPOBAHUE Y CIEIHATUCTOB, 00ydaro-
IUXCs IO IporpaMMe NOBBINEHUS KBamudukammn «Hamnagka u skcrmutyaranus obopynoBaaus P3A
«TudbpoBrIX MOACTAHIHID), TEOPETHICCKAX 3HAHUY B OOJIACTH OpraHM3aIlMy Mepefadr JaHHBIX Ha
«Lludposrx moacTanmuaxy (nanee LIIIC) 1 mpakTHYeCKUX HABLIKOB PabOTHI ¢ COBPEMEHHEIMY CH-
CTEMaMH pesicHHOM 3aIMUTEl X aBTOMATHKH JJIEKTPOIHEPTeTHIECKIX CHCTEM, IOCTPOCHHBIMH C HC-
nosib3oBanueM craggapta [EC 61850.

3agaun 00ydeHHs — NpHoOpeTeHNE HaBBIKOB HEOOXOIMMBIX J1eHCTBHI:

— cOopKa HCIIBITATENBHBIX CXEM I IPOBEpKH, Hanangku ycrpoiicts P3A HIIC;

— IIpe/IBapUTENbHAs IPOBEPKa 3a/IaHHBIX YCTABOK U XapaKTEPUCTHK 000PYIOBaHHAS,

— CBOJ ¥ YUET HHGOOPMAIMH 0 HapyIIEHUIX HOPMAIBHOTO pexuma paboThl yeTpoicTB P3A;

— IpreMKa B BBOJ B paboTy BHOBB BKIIFOYaeMbIX ycTpoiicTs P3A LIIIC;

— BBIITOTHEHUS TTOATOTOBUTENBHEIX MEPOIPHATHH, NPEIIECTBYIOIIMX OIEPaTUBHEIM IIepe-
KITFOYCHHSM;

— aIMIHUCTPHPOBAHHE CEPBEPOB, MapIIPyTH3aTOPOB, KOMMYTAaTOPOB M aBTOMAaTH3HPOBaH-
HeIx pabounx MecT (APM) Ha 3aKpenn€HHBIX 3a CIEITHAIMCTOM TTOICTAHITIAX;

— KOHTPOJIb IIPOXOKICHHS CATHATIOB OT IIOJICHCTEM Ha CEpPBEPHI, aBTOMaTH3HPOBaHHBIE pabo-
e MecTa, P3 u ITA;

— obecrieyeHne KOpPEeKTHOH TeXHHIECKON AKCIUTyaTalliyl U TeX00CIy XuBaHre 000py10BaHUL
KOMMYHUKAIIHOHHON IIOJACHCTEMEL H IPYTOTr0 COIIYTCTBYIOMETO CETEBOT0 000PYAORAHUS;

— cOOp ¥ aHaHM3 CTATHCTUKH aBapHHHBIX COOOIMEHUH OT BCEX CETEBBIX JJIEMEHTOB, BBLICHE-
HHE IPHYXH UX BO3HUKHOBEHUS,

— OCYHIECTBIICHHE PE3E€PBHOTO KOMHPOBaHUA 0a3 JaHHBIX.

2. IlnanupyemMble pe3yabTaThI 00y4eHHAS

I[Ipomecc ocBoenus 06pa3oBaTeaLHOM MPOrpaMMEl HaIlpaBiieH Ha dacTHIHOEe (popMUpoBaHHUE
U COBEpIIICHCTBOBAHHE KOMITCTECHIIHE, OIPENEIIIEMBIX TPYJOBBIMA QYHKIHSIMEU «BEITONHEHHE pa-
60T MOBBIIIEHHON CIOXHOCTH [0 TEXHHIECKOMY OOCIYXKHBaHHIO W PEMOHTY YCTpPOHCTB P3Avy,
«Jlokamm3anus HapyIIeHUH HOPMATEHOTO pekuMa paboThl yeTpodcTB P3A» u «MorUTOpPHHT pa-
6otocnocobroctr obopynosanus ACTY 3IeKTpHYECKHX CeTei» COOTBETCTBEHHO IpodeccHo-
HanpHBIX cTanmaptoB 20.034 «PaboTHUK M0 0OCITyKUBAaHUIO ¥ PEMOHTY 000pYyIOBaHHS peleHHOR
3aIIUTEL ¥ aBTOMATHKHA JIEKTpHuecKux ceTei» u 20.036 «PaGoTHHK 110 0OCIYXHBaHUIO H PEMOHTY
o6opyZoBaHUS aBTOMATH3UPOBAHHEIX CHCTEM YIPABIEHUA TEXHOIOIHYECKMMHK IIpOIEeccCaMH B
AIEKTPUUYECKUX CETAXN.

B pesymbTare 0CBOSHHS IPOrpaMMEI IOBHIIEHUS KBaTH(HAKAIWK 00ydacMbli B paMKax He-
00XOMUMBIX HeHCcTBHH, OIpeieIIeMBIX TPYAOBEIME QYHKIHAMHE, JOJDKCH:

3HATh:

— COBpEMEHHEBIE CPECTRBA BEIUUCIUTENFHON TEXHUKH, KOMMYHHKALMH U CBI3H;

— Ha3Ha4YeHHe 4 TpeOOBaHUSA K yCTpOHCTBAaM pENeHHOMN 3alluTh;

— METOIHKH HaJIaIKK U IPOBEPKH MHUKPOIIPOLlecCOpHEIX yeTpoiicts P3A HIIC;

— IIpaBWIIa TEXHIYEecKoro obcmyxusanus ycrpoicts P3A IIIC;

— OCHOBBI HUH()OPMaIIMOHHBIX TEXHOJIOTHH;

— apXUTEeKTypa HHOOPMAIHOHHEIX CHCTEM, HCIIoib3yeMbIx Ha LIIIC;

— OCHOBHEIE IIPOTOKOIIEI HEpeladll JAHHBIX 110 IOKATBHON BRHMHCIUTENHOM cetr Ha LITIC;

~ OCHOBBI TEXHHYECKOM SKCIDTyaTallid KOMMYHHUKAIIHOHHOTO 000pYAOBaHUA, KOMMYHHKAIIH-
OHHBIX IIOACHCTEM H CCTCBBIX HJIaT(l)OpM;

— TEXHOJIOTHAH OIEHKH COCTOSHUS 000pyIOBaHHUS;

— TEXHUYIECKHE XapakTepUCTHKH, HazHadeHwe anmaparypel P3A ILIIC moacTaHIHOHHOIO
obopynopanus mpousroactea HIIIT « OKPA»;



YMeTh:

— paboTaTh CO CHelHaTN3APOBAHHBIME IPOIPaMMaMy;

— HCIIONBh30BaTh TEXHAYECKHIE CPECTRA I H3MEPEHNMS IIapaMeTPOB 3IEKTPO0OOPyA0BAHHS;

— IIPOBOJIHUTH BH3YaJIbHEIE H HHCTPYMEHTAJIbHBIE 00CIeN0OBaHNS 1 UCIIBITAHNS;

— paboTaTh CO CHEIWATH3HPOBAHHBIME IIPOrpaMMaMy, pa3paOoTaHHBIMH I yIPaBJICHU,
HAaIAJIKWA U TeCTHPOoBaHu cucteM u obopynosanus LIIC;

— coOUpaTh CXEeMBI [T HeTHIIOBHIX HCIbITaHui anmnapaTypsl LIIIC;

— 5KCIUTyaTHpPOBaTh 000py10BaHIEe KOMMYHHUKAMOHHOH noacucteMsl LIIIC;

— aIMAHHCTPHPOBATE JIOKATBHEIE BEMUCIUTENBHEIE ceTr Ha LIIIC;

— BBITIONTHATE MOHUTOPHHT 060opynoBanus [{I1C mpy moMoImy mporpaMMHOT0 00eCTIEIECHNS;

— TECTHPOBATH ¥ HAJAKUBATh CIICITAATU3UPOBAHHBIE IPOIPaMMEI, IIpeAHa3HadYeHHbIC UL pa-
6oteI koMmInTekca LIIC;

— aHAIM3HUPOBATh MHGOPMAIWIO HA IIOJHOTY, JOCTOBEPHOCTH IpH cOOpe M KOHCOIHMAALMH
TTAaHHBIX;

— HacTpamBath ycrpoiictBa P3A moxacraHmmonHOrO 0oOOpymoBaHus mpoumsBoxctBa HIIII
«IKPA».



3. Conep:xkanue 00pa3oBaTeIbHON NPOrpaMmbl

3.1 Crpykrypa y4eOHOr0 Ijiana

Ob6mas Tpyno&MKocTh 00pa3oBaTeIbHON IporpaMMEl cocTaBiseT 80 Jacos.

Haumenoranue Mmomyms

Conepxanue

BBenenne B TEXHOJIOTHIO -
«IiudpoBas moaCTaHITHD)

Konnemusa «[{udporoit moacTaHIIANY; IeTH ¥ 3a0a98 CTaH-
napra IEC 61850; 0630p rnas craggapta [EC 61850.

2. | OCHOBEHI TOKATBbHBIX OcCHOBHBIE YCTpPONCTBA W CpeAsl Iepefadd JaHHBEIX B CETIX
BEIHCITUTEIBHEIX CETEeH Ethernet; crex mporoxonos TCP/IP, maketHas mepenaua naH-
HEIX; OCHOBHBIE IIapaMeTphl CETeBBIX ycTpoiictB (MAC-
anpec, IP-anpec, macka moAceTH M Ip.); TOTIOJIOTHS ceTeit
Ethernet; opranuzanus pe3epBHpPOBaHUS NEpeNayuy JAHHBIX,
TIPOTOKONEI pe3epBupoBanus s cereit Ethernet; ympasie-
HUE TTOTOKaMH JIaHHBIX B ceTsax Ethernet; 0630p «ceTeBBIX»
IIPOTOKOJIOB CHHXPOHHU3AIINY BPEMEHH.
3. |MrdopmannoHHas MOAETD Konnermuss wHOOPMAITHOHHEIX MOJIENIEH B CTaHaapTe
YCTPOUCTB IEC 61850; mousTHE MOTHYECKOTO y37a, aTpudyTa, o0BeKTa
7 KJjlacca JaHHBIX; 0COOEHHOCTH MCIONBR30BaHUsS HHGbOpMa-
IIMOHHON MOJIEIH.
4. |IIpoTokomsl cTaHapTa ITpotokon IEC 61850-8-1 MMS; npotokon IEC 61850-9-2
IEC 61850 Sampled Values (SV); mudpoBsle H3MEpHTEILHEIE TpaHC-
dopMmaTtopsl u TpeoOpa3oBaTENd AaHAJIOTOBBIX CHTHAJIOB;
npotokon IEC 61850-8-1 GOOSE; npeobpazosarenu amc-
KPETHBIX CHTHAJIOB.
5. |S3pk System Configuration Haznauenue u Buast Qaiinos SCL; ocobeHHOCTH IporpaMm
Language (SCL) xonburypuposanus SCL-haios.
6. |Hamamka u skermryaranus P3A  |Hactpoiika npotoxonor cranamapra IEC 61850, pabora c

«ndpoBEIX moACTaHIHN»

SCL-¢patinamu; HacTpoika CHHXPOHHM3allMM BPEMEHH B HC-
TOYHHKAX CHHXPOHH3AIMH U ycTpoiicTBax P3A; amamus Tpa-
buka ¢ ucrmoms3opannem Wireshark; amamms Tpaduxa ¢ Hc-
noms3osarue 110 IEDScout; pabora ¢ xommiexcamu «CMC»
Omicron mnpm Hamangke P3A; pabora ¢ KOMIUIEKCaMHA
«PETOM» unamuka mpu Hananke P3A; mpoBepka Hauex-
HOCTH (DYHKIITMOHHPOBaHHS IMWHEI IIPOLIECCa; METOIBI KOM-
IIEKCHEIX MCITBITAHWH, TIPOBEPKa IIPABWIBHOCTH HHTETPAallUH
tepmuHanioB P3A 8 ACY TIL




5.2 O6bémM u BuaBI yaeOHOH paboThI

Ne JlaboparopHsie B
3 AyauTOpHBIE 3aHITHUS Jlexuu | ¥ IpaKTHYECKUE cero
/T JacoB
3aHITHA
1. |MonyJs 1. Beenenue B Texnonoruro «L{udposas 2 - 2
TOACTAHIIH)
2. |Moayasp 2. OCHOBHI JIOKQJIBHBIX BEIYHCIUTEIBHBIX 4 6 10
ceren
3. |Moayas 3. Uadopmarmornas MOIEIE YCTPOHCTB 4 - 4
Mogyas 4. IIpotokois: ctangapta IEC 61850 12 - 12
5. |Momyus 5. S3eix System Configuration Language 2 6 8
(SCL)
6. |Monynas 6. Hananka u sxcrmyaranust P3A «{udpossx 4 38 42
[IOICTaHIAH
Wroro: 28 50 78

Bug HpOMC)KYTOTIHOﬁ arTecTanuu: 3a49€T. BUA HTOTOBOM aTTECTAIliH: SK3aMEH.

5.3 Temsl 1 KpaTKoO€ cOACPKAHUE 3aHATHH

MOOYJIb 1. Beenerue B rexronoruto «{udpopas moacraHmus»

Konuemmus «IlubpoBo#t moncranmwmy. CTpykTypa B HHPOPMAIMOHHOE OKpyxeHHe P3A
«Hudporoit moncranmum». Crargapt IEC 61850

Tepmunsr u onpenenenust. [1lura crarnuu. [Ilmaa nponecca. llepemaya aHaNmOroBBIX H
JIMCKPETHBIX CcHIHaIoB. LludpoBeie TpancopMaTopsl ToKa ¥ HampsbkeHHA. IIpeobGpasosarenu
QHATOTOBBIX M JMCKPETHBIX cuTHATOB. CHHXpoHM3amus BpeMeHH. OOOpyHOBaHHE JIOKAILHO-
BBIUHCIUTENBHON ceTH. BemoMorarensHoe 060pyoBaHuE.

MOJIYJIb 2. OcHOBBI JTOKAJIbHBIX BEAACIUTENEHBIX CETEH

Cnoco6rr nepenaun nUGPOBBIX MaHHBIX. 1IpOTOKOMEI TOCIEN0OBATENBHON U MapaIIeTbHON
nepenauyn JaHHeIX. CHCTeMaTH3ars IPOTOKOIIOB B cTeKu. CeTeBast MOJENb CTEKa CETEBBIX IIPOTO-
xonoB OSI. [TaccusHoe obopymosanne JIBC, kabenu cBsi3u, npuMeHseMble Ipu noctpoernn JIBC.
TexHonorus makeTHoOM nepenadn naHHbX Ethernet. ®opmart xanpa Ethernet cetn. AxtrBHOE 060-
pynosanme JIBC. Kommyratoper L2, ympasnenume TpahWKOM CETH, MapmpyTu3aTopel, VLAN,
MAC-¢dunsTpartst, mpoTokoss! pesepBuposanus PRP u HSR.

Kondurypuposanue PTP, VLAN u MAC-¢unsrpanuu B koMmyTaropax. [logkmogenne K
nnTepdelicy ynpapiaeHus koMmyTaTopoM. HacTpolika OCHOBHBIX IapaMeTPOB IIPHOPUTE3ALNH pa3-
Horo THma Tpaduka. Hacrpoiika mapaMeTpoB GHILTpanny TpadHKa.

MOJIVYJIb 3. MadopmarinoHHass MOZAEIb yCTPOHCTB

OcHOBHasd KOMMYHHKALHOHHAS CTPYKTypa. IIpHHIUNIEI M MoAemu. AGCTpakTHBIA HHTep-
deitc mepenaum manabX (ACSI). MepapxudecKuii IPHUHIAI IOCTPOSHHS HHQOPMAIHOHHOK Mozie-
yu IED. OcHoBHEIE 3neMeHTH nHpopMarponHoit Mogenu IED. Kilaccupukanms JOTHYECKAX Y3JI0B
B coorserctud ¢ IEC 61850-7-4. O6mue xnaccel ganusx (CDC) B cootBercTBrM ¢ IEC 61850-7-

6



3, arpubytsl faHHEIX (DA). Jlormaeckume y3msl (LN), o6bextsr manubx (DO). BupTyaibHBI HH-
tepdetic ¢ IED. Kiraccer momemu ACSI B cootsetctBun ¢ IEC 61850-7-2.

MOAYJIb 4. IIpotoxomns cranmapta [IEC 61850

IocnemoBaTenpHbIC IPOTOKOIEL IEpeiadll JaHHBIX, HasHauenue ACSI Ha npotoxon MMS.
AO6cTpakTHBIE MOzieNH. AGCTpaKkTHEIE CEPBHCH! IIEpe/iaudl NaHHBIX. BIIOKH yIpaBleHHs Hepenauei
OybepusupoBanHbIX/HEOYDepu3npoBaHHbX MMS-oraeros. Onucanne MMS-0TUETOB Ha SI3BIKE
SCL crannapra IEC 61850-6. Obmacts npuMeHeHs npotokona MMS B anextposuepretuke., Crro-
co0 mepenayr JaHHBIX 110 IPOTOKoIy MMS.

IIporoxon IEC 61850-9-2 Sampled Values (SV). lludporsie n3ameputensHsle TpaHchopma-
TOPEI K IpeoOpa3oBaTeNy aHAIOTOBEIX CHTHAJIOB,

IIporokon IEC 61850-8-1 GOOSE. ITpeo6Gpa3oBartenu IUCKPETHBIX CHIHAIIOB.

MOAYJIb S. A3k System Configuration Language (SCL)

Haznagenue s3pixa SCL. Ilpencranenne cTpykrypbl SCL-daitna. Tumer haiiinoB Ha S3bIKe
SCL. I'pynmst daitnor SCL. Cranuu npumererus tunos daitinos SCL. TIporpaMMusle HHCTpyMEH-
THI U1 CO3JaHus U mETepnpeTanuu dainos Ha s3pike SCL. Cxembr XSD. Onucanrie oMHOIHHEH-
HOY CXEeMBI 9HEProoObeKTa B cucTeMbl aBToMarn3annn. Onucanue koudurypanuu [ED. Onrcanue
CeTH Jyi1 oOMeHa gaHHEIME Mexy [ED.

IIpomecc co3maHms NEKTPOHHOTO TIPOEKTa Ha IPUMEPe MPOrpaMMHOTO 0OeCIIeueHu s, pas-
pabotannoro B HITIT «3KPAW.

MOJAYJIb 6. Hananxa u sxcrmyatanus P3A «[{udpoBsix moacTanHITmin

Cunxponnzanus Bpemend, npotokon IEEE 1588 PTPv2. 3amaun CHHXpOHH3AINHA BPEMEHH
Ha [IIC. IIpoTOKOIEI CHHXPOHH3AIIMA BpEMEHH, KPaTKOe ONKcanne u 0bnacTs npumeneHus. Kou-
durypupoanue nporoxona PTPv2 B cepBepe BpeMeHH, KOMMYTAaTOPE.

Kongurypuposarue u nposepka MMS B ycTpoiictBax P3A. Pabota ¢ mporpammasm obec-
IeYeHUEM KOHOUTYpHpoBaHUS ycTpoicTB P3A mozcranmmonHoro obopynosanus CFG61850. Co-
3JaHUE U pellaKTHpoBaHie HaOOpOB JaHHEIX.

Amnanns Tpaduxa c ucrnonszoBanueM 110 Wireshark u IEDScout. Kondurypuposanue npo-
tokosioB SV u GOOSE B ycrpoiicteax P3A, ITAC u I[IC. Ilposepka oTaenbHEIX GyHKIHE P3A
nocpencTBoM komriekcoB PETOM, Omicron. OcoGeHHOCTH poBeieHns poBepku GyHKIui P3IA
Ha [{IIC. O630p ucnbITaTenbHBIX KOMITIEKCOoB st poBepku P3A ga IIIC.

Meronpl KOMIIIEKCHBIX HCTIBITaHuM U TexHudeckoro obcmyxuBanus P3A UIIC (mporepka
IIMHEI IPOLIECCa B PEXKUME KIITOPMY).



